
SECNUMCLOUD SERVICE AGREEMENT




BETWEEN THE UNDERSIGNED,


OUTSCALE, a simplified joint stock company with sole shareholder with a capital of €1,849 930, registered at the Nanterre trade and companies registry under the number n° 527 594 493, having its registered office at sis 1, rue Royale, 319 Bureaux de la Colline, 92210 Saint-Cloud, 

hereafter referred to as “the Service Provider” or “3DS OUTSCALE”,

ON THE ONE HAND,

and

[bookmark: Texte34]     













hereafter referred to as “the CLIENT”,

ON THE OTHER HAND.


3DS OUTSCALE and the CLIENT being referred to individually as the “Party” and collectively as the “Parties”. 
Preamble
3DS OUTSCALE is a French cloud computing services provider working with infrastructures situated in France. 3DS OUTSCALE offers a series of IaaS, PaaS and SaaS services that are secure, innovative and flexible.

L’Agence Nationale de la Sécurité et des Systèmes d’Information (“ANSSI”), France’s national cybersecurity agency, has established a “SecNumCloud” label with a list of requirements applicable to cloud computing services providers who apply for qualification.

This label provides clients who choose SecNumCloud qualified service providers with guarantees as to the aptitude of the service provider and its staff, in terms of the quality of service and the trust that the client can place in the service provider.

The Parties have entered into an Agreement comprising 3DS OUTSCALE’s General Terms and Conditions of Sale, completed by this Service Agreement for the supply of Services within the “Public Sector” Region.

As an exception to the General Terms and Conditions of Sale, in the event of contradiction between the latter and this Service Agreement, the Service Agreement shall prevail.  

3DS OUTSCALE obtained SecNumCloud qualification from l’Agence Nationale de la Sécurité et des Systèmes d’Information (“ANSSI”) under decree n°2015-350 of March 27, 2015, for its IaaS – CLOUD ON DEMAND cloud computing services, a copy of said certification being attached to this Service Agreement hereafter (Appendix B). 3DS OUTSCALE is able to provide said IaaS services in accordance with the SecNumCloud label requirements. 

Definitions

The terms and expressions identified below beginning with a capital letter shall have the meaning attributed to them in this article, in the specific agreement or in 3DS OUTSCALE’s General Terms and Conditions of Sale to which this Agreement is related. 

For the purposes of interpreting this Services Agreement, the Parties have agreed on the following definitions which complete those of the specific agreement or of 3DS OUTSCALE’s General Terms and Conditions of Sale:

Acts of administration: All acts involving the installation, removal, modification and consultation of the setup of a system that is part of the Service’s Information System and which may alter its functioning or security.

Administrator: A user with special rights allowing them to carry out the tasks assigned to them. There are several categories of Administrator:

· Security administrator: Administrator in charge of the security setup, in particular the management of the Administrators’ access rights.

· Infrastructure administrator: Administrator in charge of managing the Service’s Technical Infrastructure, keeping it in good working order and ensuring it is secure. The Infrastructure administrator always operates under the responsibility of the Service Provider.

· System administrator: Administrator of the logical resources supported by the Service’s Technical Infrastructure. Depending on the type of architecture used for the Service, system administration may concern abstract resources (virtual machines, virtual networks, etc.), operating systems, middleware, business software solutions, etc.

· Functional system administrator: Administrator in charge of functional administration at application level.

Audit: Systematic, independent and documented process with the aim of obtaining proof and assessing it objectively to determine the extent to which the label’s specific requirements are met.  

Asset: Any element with a value for the Service.

3DS OUTSCALE’s General Terms and Conditions of Sale: adopted between 3DS OUTSCALE and its CLIENT to regulate the Services linked to a CLIENT Account and which can be consulted at the following address https://fr.outscale.com/cgucgv/#cgv

Agreement: Contractual arrangement comprising a specific agreement or 3DS OUTSCALE’s General Terms and Conditions of Sale, completed by this Service Agreement for the supply of Services in the “Public Sector” Region. 

Service Agreement: This document in application of the specific agreement or 3DS OUTSCALE’s General Terms and Conditions of Sale and in accordance with the SecNumCloud label requirements.

Cloud computing: A method that provides easy access, generally on demand, via a network, to a set of shared and configurable computing resources.

Availability/uptime: Ability to make a Service available, with the expected level of service specified in the provisions of the SLA. 

Durability: Probability of non-deletion of data inadvertently (the deletion could be caused by a physical phenomenon such as “bit flips”, the dysfunction of a specific technology, the aging of the storage media, etc.), for example a sustainability of 99.9999999% per year shall mean that 0.0000001% of the data, at the most, could be altered during the year.

State-of-the-art: Set of good practices, technologies and reference documents relating to information systems security accessible to the public, and information that can clearly be derived therefrom. These documents may be put online by the information systems security community, published by reference organizations or be part of the regulatory documentation. 

Information Security Incident: One or more events linked to information security that are adverse or unexpected, with a strong probability of compromising operations linked to the organization’s business activities or threatening information security. 

Threat: Potential cause of an adverse incident that could harm a system or organization.  

Security Measure: Measure that modifies the likelihood or severity of a risk. This includes the policy, procedures, guidelines and practices or organizational structures, and can be administrative, technical, managerial or legal.

Penalties: penalties related to the SLA, such as provided in Appendix A of 3DS OUTSCALE’s General Terms and Conditions of Sale – “Penalties related to SLA”.

Policy: The expression of an organization’s intentions and orientations, as defined by its management. 

Information Systems Security Auditor: Entity conducting audits on information systems security. The entity is considered as an approved auditor if a certification body has concluded that its information systems security auditing services meet the requisite standards. 

Quality of Service/SLA: 3DS OUTSCALE’s quality of service commitments, for example levels of uptime relating to the Service(s).

SecNumCloud label: label corresponding to the list of requirements to be met by cloud computing (SecNumCloud) Service Providers, version 3.1 of June 11, 2018, published by ANSSI which applies to this Agreement.

3DS OUTSCALE/CLIENT Manager: The representative of 3DS OUTSCALE and of the CLIENT in the framework of the Agreement and this Service Agreement in application thereof. The Managers must have the technical skills required and the legal capacity to bind their company: they are the recipients of the notices issued in the framework of the Service Agreement. The Managers are defined in the “Contact Persons” article of this Service Agreement.

Virtualized Resources: Abstraction of a system’s hardware resources (CPU, RAM, etc.) which are made available by the technical infrastructure.

Reversibility: The procedures to be carried out by 3DS OUTSCALE, and by the CLIENT, in the event of the termination of the Agreement, so that the CLIENT can transfer its Data, programs, applications, etc. to another service provider in accordance with the “Reversibility” article of this Services Agreement. 

Risk: The effect of uncertainty on certain objectives. It is expressed in terms of the combination of the consequences of an event and of its probability.

Information Systems Security: All the technical and non-technical means of protection, allowing an Information System to withstand events likely to compromise the availability, integrity and confidentiality of data processed or transmitted and the related services that these systems offer or make accessible.

3DS OUTSCALE Service(s) or Service(s): The IaaS services ordered by the CLIENT in the framework of the Agreement and subject to this Service Agreement in application thereof. 

Supervision: Monitoring of an Information System or Service. This concerns the collection of data (measurement, alarms, etc.) but does not include taking action in respect of the element monitored (which is an Administration task). 

Technical Support (or Support): All the diagnostic activities whose aim is to resolve the problems encountered by the CLIENT. The tasks carried out by the teams in charge of support fall within the Supervision category. If the resolution of the problem requires action on the part of the Service Provider, this action is the responsibility of Administration and must be carried in the appropriate conditions. 

Information System: Organized set of resources (hardware, software, personnel, data and procedures) used to process and circulate information. 

Third Parties: All those participating in the implementation of the Service (host, developer, integrator, archiver, on-site or remote subcontractor, air conditioning suppliers, etc.) listed in article 5 of this Service Agreement.

User: Any person with a Cloud Access Account in the scope of the Service. This generic term includes End Users and Administrators.

End User: Person who ultimately makes use of the Service implemented. This may be the CLIENT’s personnel in the case of an internal service, or its own clients in the case of an external service.

Vulnerability: Weakness of an asset or a measure that can be exploited by a threat or group of threats.
Object
The object of this Service Agreement is to define the specific conditions for the supply, by 3DS OUTSCALE, in accordance with SecNumCloud label requirements, of the Service(s) ordered by the CLIENT under the terms of the Agreement. 
Revision 
Any modification of this Service Agreement must be submitted to the CLIENT for acceptance.

Termination in the event of loss of certification 
It is hereby specified that the Service Agreement may be terminated without penalty, in the event that 3DS OUTSCALE loses its SecNumCloud qualification. If 3DS OUTSCALE loses its certification, it must notify the CLIENT immediately by registered letter with acknowledgment of receipt.

The third parties involved in the supply of the Service, their obligations, rights and responsibilities as well as those of 3DS OUTSCALE
[bookmark: _3whwml4]Data centers
In the framework of the Services, 3DS OUTSCALE will work with the following data centers which have ISO/IEC 27001 certification and are situated in France:

	Name
	Services 

	EQUINIX
	Data center (production site)

	INTERXION
	Data center (backup site)

	TELEHOUSE
	Data center (production site)



“Data center” Services consist in:

· The provision of hosting premises for the OUTSCALE Infrastructure
· the supply of electricity resources
· the cooling system
· the fire detection system access control
· surveillance of premises
· as well as business continuity and recovery plans for all the obligations mentioned above. 

[bookmark: _2bn6wsx]Other third parties involved in the supply of the Service. 

In the framework of the Services, in addition to the third party “Datacenter”, 3DS OUTSCALE works with the following third parties:

	Service Provider
	Services 

	LUMEN (formerly LEVEL 3/CenturyLink)
	Transit IP

	COGENT
	Transit IP

	SIPARTECH
	Dark fiber

	RATPConnect (formerly Telcité)
	Dark fiber

	INTERDATA
	Dark fiber



The “Transit IP” Service consists in the dedicated Internet access, HSIP (High Speed Internet Protocol) port and services. 

The “Dark fiber” Service consists in the supply and maintenance of dark fiber.  



Obligations, rights and responsibilities of the third parties and of 3DS OUTSCALE

No 3DS OUTSCALE obligation other than those mentioned in (i) and (ii) above exists towards the entities above.

3DS OUTSCALE is responsible for the above third parties’ compliance with its obligations under this Service Agreement in relation to the Services that it entrusts to them.


Change of third party involved in the supply of the Service 

3DS OUTSCALE shall inform the CLIENT if any change in third party involved in the implementation of the service has an effect on the level of security of the Service. 
Obligations, rights and responsibilities of the Parties
In addition to the general obligations of the Parties stipulated in the Agreement, the Parties undertake to comply with the following obligations: 

1. Location of the Service and the Data/transfer abroad 

3DS OUTSCALE undertakes to supply the Service and all the related operations such as Support exclusively within the territory of the European Union.

CLIENT Data, whether personal or not, are hosted in Data centers located in France. 

1. Quality of Services/compliance with standards

3DS OUTSCALE will put all of its know-how into carrying out the Services with a view to executing them in accordance with the state of the art and with their specifications and in line with its ISO/IEC 27001 certification and the SecNumCloud label.

1. Administration, Supervision and Support

Acts of administration, Supervision and Support Services are carried out in France or the European Union. 

1. Regionalization

Service interfaces are available in French.

Support may be provided in French or in English, as chosen by the CLIENT when opening the support ticket.

1. 3DS OUTSCALE’s obligations with regard to remote access 

Platform Administrators may be required, for standby operations, to access the platform’s Administration network remotely.

The administration workstations used in this framework are dedicated specifically to these Administration operations alone and cannot be used for any other purpose, in accordance with the SecNumClould certification.


1. Elements explicitly excluded from 3DS OUTSCALE’s responsibility

In the framework of this Service Agreement, 3DS OUTSCALE explicitly excludes liability, within the limit of applicable legal and regulatory requirements, in relation to all the elements listed below which are not indicated as being part of the scope of the Services supplied by 3DS OUTSCALE. 

[image: ]



1. Responsibility matrix

The obligations, rights and responsibilities of 3DS OUTSCALE and of the CLIENT which have an impact in the framework of the contractual relations between the CLIENT and 3DS OUTSCALE as part of a Service carried out in application of this Service Agreement and in accordance with the SecNumCloud qualification, are described in the Responsibility Matrix (https://en.outscale.com/terms-of-service/#matrix)  without prejudice to the other obligations of the Parties stipulated elsewhere in this Service Agreement. 

[bookmark: _32hioqz]The obligations, rights and responsibilities of third parties are indicated in the article “Third parties involved in the supply of the Service, their obligations, rights and responsibilities and those of 3DS OUTSCALE” contained in this Service Agreement.  
Reversibility
In accordance with the Agreement, 3DS OUTSCALE provides the CLIENT with Services in connection with the hosting of data, applications, etc. (the “CLIENT systems” as mentioned in the article “Definitions”).  

Reversibility consists in allowing the CLIENT to recover all the elements comprising its Systems (hereafter the “CLIENT elements” or the “Elements”) in order to transfer them to a Service Provider other than 3DS OUTSCALE.

In order to do this, 3DS OUTSCALE places open APIs at the disposal of the CLIENT (or competent third parties designated by the CLIENT) as well as the related documentation, enabling it to recover and transfer the Elements back to its own systems or to a Service Provider other than 3DS OUTSCALE.

For a period of one (1) month following the end of the Service Agreement, 3DS OUTSCALE shall provide the CLIENT with access rights for Reversibility purposes, as explained below. 

In the event of the termination of the Service Agreement, for any reason whatsoever, including at the initiative of 3DS OUTSCALE, the CLIENT shall have access to the Platform for one (1) month starting from the end date of the Service Agreement, enabling it only to recover all of its Elements.  


At the end of this period of one (1) month, the CLIENT shall transmit to 3DS OUTSCALE a signed “Recovery of data complete” report. Upon receipt of this report, 3DS OUTSCALE shall end the access necessary to recover the Data and shall delete all CLIENT Data without keeping any trace thereof.

At the end of this period of one (1) month, if the CLIENT has not yet sent the signed “Recovery of data complete” report and after formal notice by registered letter with acknowledgment of receipt has been sent to the CLIENT demanding the signed “Recovery of data complete” report but produced no effect after fifteen (15) working days following receipt thereof, 3DS OUTSCALE may invoice the CLIENT for use of the storage space on which the Data are still present for a maximum period of thirteen (13) months. Beyond this, 3DS OUTSCALE reserves the right to delete any remaining Data. 

All CLIENT Data will be deleted at the latest two (2) weeks and one (1) day after the end of the Reversibility period.  

Furthermore, 3DS OUTSCALE may offer the CLIENT assistance with Reversibility service subject to an order being placed. 
Data erasure
The secure erasure of all the CLIENT’s Data is performed by 3DS OUTSCALE when the Agreement is terminated or for any other reason.


Technical data relating to clients are deleted 90 days after account closing actions.  

The CLIENT is provided with a data deletion certificate (Appendix A).
Service availability/uptime requirements
In accordance with the Agreement, the SLAs are sometimes applicable only on condition that the Client deploys its Systems over all the Availability Zones that exist within the Region. In the case where, although it is possible, the CLIENT decides not to deploy in all the Availability Zones in the Region, it may not request the application of the SLAs. These SLAs are marked with a star (*).
 
This limitation concerns neither the APIs provided by 3DS OUTSCALE, nor the Infrastructure set up and hosted by 3DS OUTSCALE which is under the responsibility of 3DS OUTSCALE. For these, the SLAs apply in general, whatever the type of deployment chosen by the Client. 
 
The calculation method for the SLA is described in the specific agreement or in 3DS OUTSCALE’s General Terms and Conditions of Sale. 

These guarantees allow 3DS OUTSCALE to commit to the following SLAs on a 24x7 basis.  
 
SLA1 – Service: “Availability of Systems”  
  
 
· The Individual Availability of a Region is 99.9% per year,  
· The Individual Availability of an Availability Zone is 99.7% per year. 
 

SLA2 – Service: “Supply of Cloud Network Services”
   
The Cloud network is secured in the same way as the Internet network via security groups. The CLIENT is warned that if it decides to bypass the security groups via the Service control API for its internal resources, the configuration of the security groups will NOT be applied.  
  
The latency in the internal network depends on numerous factors, including the proximity of the Availability Zones. Ensuring redundancy in a Region consists in balancing between the geographical distance between the Availability Zones and the maximum latency supported by the Service.  

▪ Availability of the internal network: 99.99% per year, 
▪ Maximum inter-resource latency (excluding Object Storage): 10 ms,


SLA3 – Service “Supply of Internet Services (DNS, NTP) and Metadata Cloud Computing Services” 
  
The CLIENT is informed by OUTSCALE that its Systems are protected against intensive use that could lead to denial of service. Any automatic activation of countermeasures due to inappropriate use by the CLIENT leading to the unavailability of the Service for the latter cannot be classified as downtime.  
  
▪ Availability of DNS, NTP, DHCP Services: 99.8% per month 
▪ Availability of Metadata Services: 99.8% per month
  
SLA4 – Service “Secure network supply towards the Internet”
  
OUTSCALE operates state-of-the-art connections via the Internet. It uses several access providers and BGP-4 Protocol to ensure redundancy. This protocol can lead to sudden changes in route beyond OUTSCALE’s control, but in general this makes it possible to guarantee access availability. 

In the event of an incident, the first 2 minutes are never taken into account, because the BGP-4 Protocol convergence time is 90 seconds. The calculation of uptime therefore deducts 2 minutes per incident. 
  
▪ Availability of Internet access: 99.999%* per year 
  
In the event of a cyberattack, in particular a distributed denial-of-service (DDoS) attack, OUTSCALE may modify its Internet routing configuration to mitigate this attack as far as possible and protect its Infrastructure. If it is a CLIENT IP targeted by the attack, OUTSCALE may use a BGP “blackhole” community to prevent, upstream of the suppliers, any traffic towards the IP under attack in order to protect the CLIENT’s other resources, but also to protect OUTSCALE’s other clients and its Infrastructure.  
 
OUTSCALE incites the CLIENT to do likewise, in particular by using the WAF software available on the market, but also by setting up security groups via the Service Control API. By default, OUTSCALE filters all incoming traffic towards the Client’s public IP addresses and it is the CLIENT who opens the feeds needed. OUTSCALE insists that the CLIENT restrict flow to a minimum and especially that it does not open SSH (port TCP 22) and RDP (port TCP 3389) administrative flows to the entire Internet (subnet 0.0.0.0/0), as well as internal protocols such as SMB (port TCP/UDP 445) or NFS (port TCP/UDP 2049). 
  
▪ Availability of the Software Firewalls in charge of the security groups: 99.8%* per month, ▪ Availability of the service Control API Service: 99.9% per month. 
 

    SLA5 – Service “On Demand Load Balancer Service”
 
▪ Availability of the virtual load balancers: 99.78% per month, 
▪ Availability of the service control API Service: 99.9% per month. 
  

SLA6 – Service “Object Storage Service” 
  
▪ The Durability of the Storage of an Object in a given Region is 99.9999999999% guaranteed per year. 
  
▪ The Availability of the API supplied by OUTSCALE which makes it possible for the CLIENT to publish and manipulate its objects is 99.97% per year, 
  
▪ The Availability of the APIs supplied by OUTSCALE which enable Users to access stored objects is 99.97% per year for objects deployed in a Region. 
  
For information purposes, it is specified that a latency to or from the Object Storage of less than 200 ms is a criterion of Availability of the Object Storage Service.

Concerning the Object Storage Service, the Durability is subject to state-of-the-art use of the Services and excluding any alteration of data that is deliberate or not stemming from an action carried out by the CLIENT.  
  
The Object Storage Service, like its name implies, must not be used in block mode (for example for an active database). Use of Object Storage in block mode via technical means of circumvention (for example FUSE in Linux), is not a state-of-the-art use of Object Storage and any incident linked to this use will not be covered by this SLA. 
 

SLA7 – Service “Persistent Storage Service” 

Persistent storage is a Service subscribed to by the Client in its management interface or API.
  
▪ The availability of a volume is 99.7% guaranteed per month. By default, a volume is only available in its original Availability Zone, 
  
▪ The availability of a Snapshot is 99.7% per month. A Snapshot is available throughout the Region, 
  

▪ The Durability of a Snapshot is 99.9999999999%. This Durability is only acquired 24 hours after its creation. 
  
▪ For Virtual Machines with guaranteed IPOS persistent storage discs, OUTSCALE undertakes to supply the number of IOPS subscribed within the technical limit per disc and per Virtual Machine, for blocks of 4 ko, at least 90% of the time over a month. 

The Durability of a volume is not guaranteed, because it is a question of storage in active block mode which can be impacted by any unexpected outage problem. For example, one of OUTSCALE’s physical Infrastructure elements crashing may lead to the Virtual Machine resource shutdown and the corruption of a volume of Persistent Storage which has been stopped suddenly in a non-coherent state. In the same way, a “terminate” or “force-stop” order may cause the sudden shutdown of the Virtual Machine resource and may corrupt the attached resource volumes. 

The responsibility of OUTSCALE cannot be sought in relation to problems of coherence concerning volumes ; it is up to the CLIENT to ensure that it has made all the backups necessary to perpetuate its data and that it has set up state-of-the-art architecture to be able to recover these volumes in a coherent state.  
  
SLA8 – Service “Non-Persistent Storage” 
  
The Non-Persistent Storage Service is a storage space used by the Virtual Machine, whose data will be deleted when the machine is restarted.

There is absolutely NO guarantee for the Non-Persistent Storage Service. OUTSCALE informs the CLIENT that the Service may be interrupted or malfunction at any time, and that it is the CLIENT’s responsibility to restart its Virtual Machine if this Service breakdown has an impact on its availability. 
  
This Service must only be used in specific cases such as temporary, noncritical storage and certainly not for data such as production data which must be stored on other more durable types of storage medium. 


    SLA9 – Service “Supply of Virtual Machines on demand” 
 
▪ The individual Availability of a hardware resource (bare-metal) belonging to the Infrastructure is 99.7% per month, 
▪ The Availability of a Virtual Machine is 99.7% per month, 
▪ The Availability of the service control API is 99.9% per month. 
  
If an element of OUTSCALE’s hardware Infrastructure provokes the shutdown of one of the CLIENT’s Virtual Machines, for example the shutdown of one of OUTSCALE’s physical servers leading to the shutdown of one of the CLIENT’s Virtual Machines, by default the CLIENT’s Virtual Machine is “stopped” to avoid its restart causing additional damage (in particular loss of data, corruption). It is the CLIENT’s responsibility to keep watch over its Virtual Machines and to reboot them if necessary. The time it takes for the CLIENT to do this is not included in the calculation of the Virtual Machine’s downtime. 
  
The time to be counted in the unavailability of a resource is the time during which, following the shutdown of the resource, the CLIENT is unable to restart it. 
  
OUTSCALE informs the CLIENT that in the event of any abnormal use of its Infrastructure, especially in the case of the service control APIs being overloaded (hammering), security countermeasures may be automatically activated and block access to the Service Control APIs or to certain OUTSCALE Services. This does not count as downtime but corresponds to an OUTSCALE Infrastructure backup procedure and the CLIENT may not consider the Service as unavailable. 
  
Lastly, OUTSCALE informs the CLIENT that duplicate requests sent to the APIS are limited to one per second (throttling). If the CLIENT has duplicate requests submitted to the API at a quicker frequency refused on this basis, this does not count as downtime. 
  
 
     SLA10 – Support 
    
Each need or incident must result in the opening of a ticket with OUTSCALE’s Support service. The opening of this ticket with all the information required is the necessary prerequisite and the starting point for assessing compliance by OUTSCALE with its commitments. 
 
The Intervention Time Guarantee covers the time from when the CLIENT opens the support ticket until the first response by the OUTSCALE Support team.  
  
The Recovery Time Guarantee covers the period between the opening of the ticket with all the obligatory information provided by the CLIENT and the resolution of the incident by the OUTSCALE Support team. The CLIENT’s response time in answering a question from the OUTSCALE Support team is deducted from the calculation of the Recovery Time Guarantee period. 
  
An incident that is not noticed by the OUTSCALE Support team can only be measured if the CLIENT submits elements that make it possible to trace an interruption or degradation of service.  
  
Intervention Time Guarantees (GTI) and Recovery Time Guarantees (GTR) are presented below by severity of incident: 










	GTI
	GTR
	Incident severity
	Description

	15 minutes
	2 hours
	1 (Major)
	Total and lasting unavailability of a service:
- Object Storage
- FCU
- API
- Network
- EIM
Excluding programmed maintenance.

	30 minutes
	4 hours
	2 (High)
	Degradation of service or a service platform:
- Object Storage
- FCU
- API
- Network
- EIM
- Client portal
- Tools for which a bypass solution exists (example: Cockpit)

	1 hour
	48 working hours
	3 (Minor)
	Isolated incident, bug or regression, request for analysis of a CLIENT incident.



In case of a request which is not an incident, OUTSCALE Support will process the ticket as soon as possible compatible with the opening hours of the Support, from 8 am to 8 pm (Paris hours) from Monday to Friday.

Service confidentiality requirements
3DS OUTSCALE undertakes not to disclose information relating to the Services to third parties without the formal, written authorization of the CLIENT.  
CLIENT Data
3DS OUTSCALE is not free to dispose of the Data transmitted and generated by the CLIENT as it chooses; the CLIENT alone has free disposition of its Data. 

3DS OUTSCALE cannot claim ownership of the Data transmitted and generated by the CLIENT; the CLIENT alone has full ownership of its Data.

3DS OUTSCALE must seek the prior agreement of the CLIENT before using the CLIENT’s production Data to carry out tests.

Within the framework of technical support, if actions necessary to the diagnosis and the resolution of a problem require an access to the data of the CLIENT, then 3DS OUTSCALE will ask the CLIENT for its consent before intervening.

3DS OUTSCALE’s Services give the CLIENT the possibility of storing and processing its Data exclusively in France or within the European Union.  

The CLIENT undertakes to inform 3DS OUTSCALE if it entrusts Data to it that is subject to specific legal, regulatory or sector-based requirements. 

All the elements that make up the CLIENT Systems shall remain the property of the CLIENT in all circumstances, this Services Agreement involving no transfer or assignment of intellectual and/or industrial (patent) property rights. 

Service Compliance
The Services provided by 3DS OUTSCALE in the framework of this Services Agreement are SecNumCloud certified.

A qualification certificate is attached to this Services Agreement (Appendix B). The CLIENT Operations Manager will be notified of any modification or renewal of the certificate which will replace the certificate in Appendix B. 

The CLIENT can file a complaint concerning the qualified Service with the ANSSI.

3DS OUTSCALE commits itself to inform the CLIENT within one month of any legal, organisational or technical change which could have an impact on the conformity of the Service to the requirements of the SecNumCloud referential, in particular concerning the protection with regard to the extra-European law.

Evaluation and audit 
By signing this Service Agreement, the CLIENT authorizes
· ANSSI and the certification organization to evaluate the Service and its Information System and ensure they comply with the SecNumCloud qualification requirements, 
· A qualified Information Systems Security Auditor appointed by 3DS OUTSCALE to carry out audits on the security of 3DS OUTSCALE’S Information System,

For its part, 3DS OUTSCALE undertakes to lace at the disposal of the CLIENT, or any third party auditor appointed by the latter, the documentation necessary to prove that it satisfies all the obligations relating to compliance with the provisions of article 28 of the General Data Protection Regulation for the purpose of carrying out audits.
Contact persons
Client operations manager: 

[bookmark: Texte18]Name:      
[bookmark: Texte19]Position:      
[bookmark: Texte20]E-mail:      
[bookmark: Texte21]Telephone:       

3DS OUTSCALE operations manager: 
Name: Gaëtan JEUNET
Position: Chief Operations Officer
E-mail: support@outscale.com 
Telephone: 0 826 20 63 07 ou  +33 1 53 27 52 70

These Contact persons will be notified in the event of changes made to the Service or in the event of incidents. 
A change in one of the Parties’ Managers must give rise to a document, in any form whatsoever, signed between the legal representatives of the two Parties.

Furthermore, the CLIENT and 3DS OUTSCALE undertake to provide an up-to-date list of additional contact persons in order to guarantee the smooth execution of the Service Agreement, to be completed in Appendix C of this Agreement. 
Applicable law
Unless there is a contractual provision to the contrary, this Agreement shall be governed by French law. 

Compliance with the law applicable to this Service Agreement is guaranteed by compliance with a list of requirements applicable to 3DS OUTSCALE. 

The requirements taken into account by 3DS OUTSCALE are as follows: 

· Compliance with the legal and regulatory obligations applicable 
· Compliance with contractual obligations 
· Protection of personal data 
· Professional secrecy
· Breach of trust
· The secrecy of private correspondence
· Invasion of privacy
· Fraudulent access or presence in an information system 
· The law on confidence in the digital economy and compliance with regulations in terms of cryptographic test procedures 
· The law on military programming 
· Corporate social responsibility
· Compliance with intellectual property rights	
· Collection of elements of proof

This guarantee is provided by the legal department of 3DS OUTSCALE which is in charge of: 
(i) Legal and regulatory watch, ensuring permanent legal monitoring of the company’s activities following both changes in national, European and international regulations and in case law, also monitoring economic and competition based aspects to inform the company of practices adopted by the other businesses in the sector; 
(ii) Drawing up the contracts issued by 3DS OUTSCALE, reviewing contracts received from third parties and supervising legal negotiations; monitoring contracts, updating them thanks to a “contract management” platform where all contracts are archived and, where applicable, implementing alerts.  

The watch is carried out by signing up to sites providing information and alerts by topic, based on the list of applicable requirements. The information concerning the different requirements applicable is provided on a monthly basis in the form of a blog or legal watch report. These articles and reports identify the potential impacts for 3DS OUTSCALE. They are then reviewed by members of the 3DS OUTSCALE legal department and action plans and procedures are documented and implemented depending on the requirements applicable and the impacts identified for 3DS OUTSCALE. 3DS OUTSCALE also identifies security measures to be implemented to meet the applicable requirements.

[bookmark: Texte32][bookmark: Texte33]Done in place       date      .
					

	3DS OUTSCALE

Name: 

Position: 

Signature


	The CLIENT

[bookmark: Texte22]Name:      

[bookmark: Texte23]Position:      

Signature





Appendix A – Certificate of data* destruction template (do not fill out)



CERTIFICATE OF DATA DESTRUCTION


3DS OUTSCALE certifies that the _____________________ account data have been destroyed. 

The 3DS OUTSCALE support team received an account closure request ticket on “date” and checked that the data (instances, storage volumes, snapshots and objects) have been destroyed.

Once requests for destruction have been submitted via the API, the data are destroyed permanently at the latest 2 weeks and one day after the request on our entire infrastructure (including automatic backups).   


Done in:  

On: 



Name of signatory: 

Position:  

Signature: 





Company stamp


*(PS: This is a data destruction certificate template that should not be filled in).

 SecNumCloud service agreement	Version June 28nd, 2023				
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Appendix B –SecNumCloud. Qualification certificate

[image: Une image contenant texte, capture d’écran, document, lettre

Description générée automatiquement]



[image: Une image contenant texte, lettre, capture d’écran, document

Description générée automatiquement]


Appendix C – List of Contact Persons
This list of Contact Persons must be completed by the Parties as accurately as possible in order to guarantee the smooth execution of this Agreement. 

The Parties undertake to update this list of Contact Persons in the event of changes.  


CLIENT Security Department or Information Systems Security Manager: 
[bookmark: Texte24]Information:      
[bookmark: Texte25]Email:      


3DS OUTSCALE Security Department or Information Systems Security Manager: 
Information: Security Department
Email: security@outscale.com 


CLIENT Legal Department
[bookmark: Texte26]Information:      
[bookmark: Texte27]Email:      


3DS OUTSCALE Legal Department
Information: Legal Department
Email: legal-fr@outscale.com 


CLIENT Compliance Department or DPO
[bookmark: Texte29]Information:      
[bookmark: Texte28]Email:      


3DS OUTSCALE Compliance Department or DPO
Information: DPO
Email: donnees-personnelles@outscale.com  


CLIENT Sales Department
[bookmark: Texte30]Information:      
[bookmark: Texte31]Email:      


3DS OUTSCALE Sales Department
Information: Sales Department
Email: sales-eu@outscale.com 
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N° GI5'g /ANSSI/SDE

ECISI JAUIFICATION
'UN SERVIC

'SERVICE D'INFORMATIQUE EN NUAGE
1AAS CLOUD ON DEMAND.
OuTscaie SAS
RCS 527 594 493
1 rue Royale - 319 Bureaux de Ia Colline

92210 Saint Cloud

Le directeur général de I'Agence nationale de la sécurité des systémes dinformation,

Vule décretn® 2005-850 du 27 uillet 2005, modifié, relatif aux délégations de signature des membres
du Gouvernement, notamment ses articles 1 et 3 :

Vu le décret n® 2009834 du 7 juillet 2009, modifié, portant création d'un service 3 compétence
nationale dénommé « Agence nationale de la sécurité des systémes diinformation », notamment
son article 1

Vu le décret du 4 janvier 2023 portant nomination du directeur général de 'Agence nationale
de la sécurité des systémes dinformation - M. STRUEL (Vincent) ;

Vu le décret n® 2015-351 du 27 mars 2015 relatif 3 Ia qualification des produits de sécurité et des
prestataires de service de confiance pour les besoins de Ia sécurité des systémes diinformation .

Vule processus de qualification dun service, référence QUAL'SERV-PROCESS, version en vigueur

Vu le référentiel dexigences applicables aux prestataires de services diinformatique en nuage
(SECNUMCLOUD), version en vigueur;





image3.png
Vule dossier de demande de qualification déposé par OUTSCALE SAS ;

Vu le rapport d'évaluation de la conformité de la société OUTSCALE SAS au référentiel dexigences
applicables aux prestataires de services d'informatique en nuage (SECNUMCLOUD),
Décide :

Art1- Le service d'informatique en nuage de type IAAs et portant le nom « IAAS CLOUD ON
DEMAND », Ci-aprés désigné « e service », fourni par la société OUTSCALE SAS, ci-aprés
désigné « lefournisseur » respecteles régles du référentiel d'exigences applicables aux
prestataires de services dinformatique en nuage et est qualifié, sous réserve
du respect des conditions d'utilisation énoncées en annexe.

Art.2- La présente décision est conditionnée au respect des engagements relatifs au processus
de qualification d'un service pris par le fournisseur au titre de sa demande
de qualification.

Art.3- La présente décision est valable jusqu'au 30 novembre 2023.

Vincent STRUBEL
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