SECNUMCLOUD SERVICE AGREEMENT

[bookmark: bookmark=id.oww4c14svgdm][bookmark: bookmark=id.ddyp6uhr4tfu][bookmark: Texte1]This agreement is entered by and between Outscale, a single-member simplified joint-stock company with a capital of 1,849,930 €, registered with the Trade and Companies Registery of Nanterre under No. 527 594 493, with its registered office located at 1, rue Royale, 319 Bureaux de la Colline, 92210 Saint Cloud, hereinafter referred to as the “Service Provider” or “Outscale,” and       , hereinafter referred to as the “Client.” Outscale and the Client are hereinafter referred to individually as the “Party” and collectively as the “Parties.”
1. Preamble
Outscale is a French provider of cloud computing services relying on infrastructure located in France. Outscale offers secure, innovative, and flexible IaaS, PaaS, and SaaS services.

L’Agence Nationale de la Sécurité et des Systèmes d’Information (“ANSSI”), France’s, national cybersecurity agency, has published the SecNumCloud requirements framework applicable to cloud computing service providers seeking certification.

This framework allows customers who choose SecNumCloud-certified providers to have warranties regarding the provider’s and its staff’s expertise, the quality of its services, and the trust the customer can place in the provider.

The Parties have entered into an Agreement consisting of the Outscale IaaS General Terms and Conditions or a specific contract, completed by this Service Agreement for the provision of Services within the scope of the Region covered by the SecNumCloud certification.

Notwithstanding the Outscale IaaS General Terms and Conditions, in the event of any conflict between them and this Service Agreement, the latter shall prevail. 

It is specified that Outscale is SecNumCloud-certified by l’Agence Nationale de la Sécurité et des Systèmes d’Information (“ANSSI”), France’s, national cybersecurity agency, for its IaaS-type cloud computing services – CLOUD ON DEMAND; a certificate of certification is attached to this Service Agreement (Appendix B). Outscale is able to provide the aforementioned IaaS services in compliance with the requirements of the SecNumCloud standard. 
2. Definitions
Terms and expressions capitalized in this Agreement shall have the meanings given to them in this section, in the Outscale IaaS General Terms and Conditions, in the specific contract to which this Agreement relates (if applicable), or in the SecNumCloud Framework. For the purposes of interpreting this Service Agreement, the Parties have agreed on the following definitions, which supplement those in the specific contract or the Outscale IaaS General Terms and Conditions:

“Administrator” means the user with privileged rights enabling them to perform the tasks assigned to them. 

“Outscale IaaS General Terms and Conditions” means the terms signed between Outscale and its Client to govern the Services associated with a Client Account, accessible at https://en.outscale.com/legal-informations/ .

“Agreement” refers to the contractual framework consisting of Outscale’s IaaS General Terms and Conditions or the specific contract, as applicable, supplemented by this Service Agreement for the provision of Services within the scope of the Region covered by the SecNumCloud certification.

“Service Agreement” means this document, adopted pursuant to Outscale’s IaaS General Terms and Conditions or the specific contract, if applicable, and in accordance with the requirements of the SecNumCloud Reference Framework.

“Availability” refers to the ability to make a Service accessible and perform at the expected levels in accordance with the SLAs set forth in the Appendix to Outscale’s IaaS General Terms and Conditions. 

“Durability” refers to the probability that data will not be unexpectedly erased (erasure may be caused by physical phenomena such as “bit flip,” the malfunction of a particular technology, the aging of storage media, etc.).

“Penalty(ies)” means the penalties associated with the SLAs set forth in the Appendix to the Outscale IaaS General Terms and Conditions—“Penalties associated with the SLAs.”

“Service Level Agreement (SLA)” refers to Outscale’s service level commitments, such as availability levels, relating to the Service(s).

“SecNumCloud Reference Framework” refers to the requirements framework for cloud computing service providers (SecNumCloud), on the basis of which the Outscale IaaS Services have been subject to a qualification decision appended hereto.

“Outscale/Client Representative(s)” refers to the representative(s) of Outscale and the Client’s representative under the Agreement and this Service Agreement entered into pursuant thereto. The Representatives must possess the required technical expertise and the legal capacity to bind their company. The Representatives are identified in Appendix C “List of Contacts” of the Service Agreement.

“Technical Support (or Support)” refers to all diagnostic actions aimed at resolving issues encountered by the Client. The tasks performed by the support teams fall under Supervision, as defined by the SecNumCloud Reference Framework. If resolving the problem requires action on the part of the Service Provider, such action then falls under Administration and must be performed under appropriate conditions. 

“Third Parties” refers to all parties involved in the implementation of the Service (hosting provider, developer, integrator, archiver, on-site or remote subcontractor, air conditioning suppliers, etc.) listed in Article 5 of this Service Agreement.
3. Purpose
The purpose of this Service Agreement is to define the specific terms and conditions under which Outscale will provide, in accordance with the requirements of the SecNumCloud Framework, the Service(s) ordered by the Client under the terms of the Agreement.

This Agreement supersedes any prior Service Agreement on the same subject matter as of its signature by the Parties. 

Notwithstanding the preceding paragraph, if the Client does not complete the list of contacts mentioned in the “Contact” section or in Appendix C “List of Contacts,” the contacts previously provided by the Client shall remain in effect. 
4. Changes to the Service Agreement
The Client acknowledges and agrees that this Service Agreement may be amended to reflect changes to the SecNumCloud Reference Framework or updates to Outscale’s processes to ensure compliance with the SecNumCloud Reference Framework. 

Accordingly, Outscale may update all or part of the Service Agreement and notify the Client in writing at least thirty (30) days prior to its effective date. The updated version of the Service Agreement shall be applicable to the Client as of its effective date.

Under no circumstances may any updated version result in a deviation from the requirements of the SecNumCloud Reference Framework or the essential provisions of the Service Agreement, particularly the section titled “Service Compliance.” The Service Provider undertakes to ensure that any changes to this agreement do not result in any reduction in the level of security. 

The updated version of the Service Agreement shall automatically supersede any prior version with respect to provisions having the same subject matter, which shall be deemed null and void as of the effective date of said update.
5. Termination in the Event of Loss of Certification
It is hereby specified that the Service Agreement may be terminated without penalty in the event that Outscale loses its SecNumCloud certification. Should Outscale lose its SecNumCloud certification, it must immediately notify the Client by registered letter with acknowledgment of receipt.
6. Third Parties Involved in the Provision of the Service; Obligations, Rights, and Responsibilities of Third Parties and Outscale
6.1 [bookmark: _heading=h.oji5fk5dipo1]Data Centers
As part of the Services, Outscale uses the following ISO/IEC 27001-certified data centers located in mainland France:
	Name
	Services

	EQUINIX
	Data Center 

	INTERXION
	Data Center 

	TELEHOUSE
	Data Center 

	THESEE
	Data Center




The "Data Center" service consists of:

· the provision of hosting facilities for the Outscale Infrastructure,
· the provision of electrical power,
· the cooling system,
· fire detection,
· access control,
· surveillance of the premises, 
· as well as business continuity and disaster recovery for all of the above-mentioned obligations.

6.2 [bookmark: _heading=h.hm8p0f9kgn36]Other third parties involved in the provision of the Service

In connection with the Services, in addition to “Data Center” third parties, Outscale engages the following third parties:

	Name 
	Services

	LUMEN (formerly LEVEL 3 / CenturyLink)
	Network Operator

	COGENT
	Network Operator

	SIPARTECH
	Network Operator

	RATP Connect 
	Network Operator

	INTERDATA
	Network Operator

	GANDI
	Domain Name

	Certigna
	SSL Certificate



The "Network Operator »  Service consists of the provision of IP Transit with a dedicated Internet access, a HSIP (High Speed Internet Protocol) a port , and associated services or the provision and maintenance of dark fiber, or the provision and maintenance of lit fiber. 
The "Domain Name" Service consists of the registration, management, and maintenance of domain names.
The “SSL Certificate” service consists of the provision and maintenance of security certificates.

6.3 Obligations, Rights, and Responsibilities of Third Parties and Outscale

No obligations of Outscale other than those mentioned above in (i) and (ii) are transferred to third parties involved in the implementation of the Service.

Outscale is responsible for ensuring that third parties comply with the obligations arising from this Service Agreement.  

6.4 Change of a third party involved in the provision of the Service

Outscale shall notify the Client if a change in a third party involved in the implementation of the Service affects the Service’s security level and shall implement measures to restore the previous security level. 

7. Obligations, Rights, and Responsibilities of the Parties

In addition to the general obligations of the Parties set forth in the Agreement, the Parties agree to comply with the following obligations.

7.1 Location of the Service and Data / Transfer Abroad

Outscale provides the Service and all associated operations, including Support, exclusively within the territory of the European Union.

The Client’s Data, whether personal or not, will be hosted in data centers located within France.

7.2 Quality of Services / Compliance with Standards

Outscale will apply all its expertise to the Services to ensure they are performed in accordance with best practices and their specifications, and in compliance with its ISO/IEC 27001 certification and the SecNumCloud Reference Framework.

7.3 Administration, Monitoring, and Support

Administration, Monitoring, and Support activities are performed from France or within the European Union.

7.4 Localization

The Service interfaces are available in French.

Support may be provided in French or English, at the Client’s discretion when creating a support ticket.


7.5 Outscale’s Obligations Regarding Remote Access

Platform Administrators may be required, for on-call operations, to connect remotely to the platform’s Administration network.

The administration workstations used for this purpose are dedicated to these administration operations and solely to these operations; they may not be used for any other purposes, in accordance with the SecNumCloud Reference Framework.

7.6 Items explicitly excluded from Outscale’s liability

The items explicitly excluded from the scope of the Service and Outscale’s responsibilities, to the extent permitted by applicable legal and regulatory requirements, are listed below:

[image: ]


7.7 Responsibility Assignment Matrix 

The respective obligations, rights, and responsibilities of Outscale and the Client that impact the implementation of the Service provided under this Service Agreement are described in the Responsibility Matrix (https://en.outscale.com/legal-informations/), without prejudice to the other obligations of the Parties stipulated elsewhere in this Service Agreement.
8. Data Reversibility and Deletion
Measures related to the reversibility and deletion of Data are described in the Outscale IaaS General Terms and Conditions or in the specific contract, if applicable.  

A data deletion certificate is provided to the Client (Appendix A).
9. Service Confidentiality Requirements
In addition to the confidentiality requirements detailed in the Outscale General IaaS Terms and Conditions or in the specific contract, if applicable, Outscale undertakes not to disclose any information relating to the service to third parties without the Client’s formal written authorization.

10. Client Data
Outscale may not dispose of or claim ownership of the Data transmitted and generated by the Client.

Outscale will request the Client’s prior consent to use Client Data from production for testing purposes. 

In the context of technical support, if actions necessary for diagnosing and resolving a problem require access to the Client’s data, Outscale will first request the Client’s consent before proceeding.

Outscale’s Services allow the Client to store and process their Data exclusively in France or within the European Union.  

The Client agrees to inform Outscale if it entrusts Outscale with Data subject to specific legal, regulatory, or industry-specific constraints.

All elements comprising the Client’s Information Systems and its Data remain, in any event, the property of the Client and are its responsibility; this Service Agreement does not entail any transfer or assignment of intellectual and/or industrial property rights (patent).
11. Service Compliance 
The Services provided by Outscale are subject to a SecNumCloud certification attached to this Service Agreement. Any modification, renewal, or loss of the granted certification will be notified to the Client, and the new certification will replace the certification in Appendix B. 

The Client may file a complaint regarding the certified service with ANSSI.

Outscale undertakes to inform the Client within one month of any legal, organizational, or technical changes that may impact the Service’s compliance with the requirements of the framework, particularly regarding protection under non-European law.
12. Assessment and Audit 
By signing this Service Agreement, the Client authorizes:
· ANSSI and the certification body to verify that the Service and Outscale’s Information System comply with the requirements of the SecNumCloud standard, 
· A qualified Information Systems Security Audit provider appointed by Outscale to conduct security audits of the Service on Outscale’s Information System,

Outscale undertakes to:    
· Make available to the Client, or any third-party auditor appointed by the Client, the necessary documentation to demonstrate compliance with all obligations relating to the provisions of Article 28 of the General Data Protection Regulation to enable the conduct of audits.


13. Contacts 
The Parties agree to appoint and maintain a Data Protection Officer for the entire duration of the Agreement. 

The Parties agree to provide, appoint, and maintain throughout the term of the Agreement the list of contacts as set forth in Appendix C – “List of Contacts” of this Agreement. 

Unless otherwise indicated in writing by the Client, the Technical Account contact is considered the primary point of contact for communications and notifications and will be notified in the event of changes to the Service or in the event of an incident affecting the Client. 
14. Governing Law
In the absence of any specific contractual provision, the applicable law is French law.

Compliance with the law applicable to this Service Agreement is ensured by adherence to a list of requirements applicable to Outscale. 

The requirements taken into account by Outscale include the following: 

· Compliance with applicable legal and regulatory obligations,
· Compliance with contractual obligations,
· Protection of personal data,
· Professional confidentiality,
· The legal provisions governing breach of trust, 
· The confidentiality of private correspondence, 
· Regulations governing the right to privacy,
· Regulations governing fraudulent access to or maintenance of an information system, 
· The Law on Confidence in the Digital Economy and compliance with regulations regarding cryptographic controls, 
· The Military Programming Act,
· Corporate social responsibility, 
· Respect for intellectual property rights,  	
· The collection of evidence.

This warranty is provided by Outscale’s legal department, which is responsible in particular for: 
(i) continuously monitoring legal, regulatory, and legislative developments relevant to the company’s activities by tracking changes in national, European, and international regulations as well as case law, and also conducting economic and competitive intelligence to inform the company about the practices of other companies in the sector; 
(ii) drafting contracts issued by Outscale, reviewing contracts received from third parties, and overseeing legal negotiations and contract management by updating contracts through a “contract management”  platform where all contracts are archived and, where applicable, flagged with alerts.  

Monitoring is conducted through subscriptions to news sites and topic-based alerts based on the list of applicable requirements. Information regarding the various applicable requirements is detailed monthly in the form of blog posts or legal monitoring bulletins. These articles and bulletins identify potential impacts on Outscale. They are then reviewed by members of Outscale’s legal department, and action plans and procedures are documented and implemented based on the applicable requirements and the identified impacts on Outscale. Outscale also identifies the security measures to be implemented to meet the applicable requirements.					

	Outscale

Name: Jérôme Sandrini 

Title: Chief Revenue Officer

[bookmark: Texte5]Date :      

Signature
	[bookmark: Texte2]The Client:      

[bookmark: bookmark=id.lnfo0726azuy][bookmark: Texte3]Name:          

[bookmark: bookmark=id.wgkkc3qtajfl][bookmark: Texte4]Title:           

[bookmark: Texte6]Date :      

Signature








































APPENDIX A – DATA DELETION CERTIFICATION TEMPLATE*

(DO NOT FILL OUT)
CERTIFICATE OF ACCOUNT/DATA DELETION


Outscale certifies that the data from account _____________________ has been successfully deleted. 

The Outscale support team received the closure request ticket on “date” and verified that the data (instances, storage volumes, snapshots, and objects) has been successfully deleted.

Once deletion requests are submitted via the API, the data is permanently deleted no later than 2 weeks and 1 day after the request across our entire infrastructure (including automatic backups).

Dated:  

On: 



Signatory’s name: 

Title:  

Signature: 

Company stamp

		
*(Note: This is a sample data deletion certificate; it does not need to be filled out).
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APPENDIX B – SECNUMCLOUD CERTIFICATE OF QUALIFICATION
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